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Overview

• Why Do We Care About Digital Evidence

• What is Digital Forensics?

• The Digital Forensics Process

• Using a Digital Forensics Expert



Why Do We Care?

• Affirms your client’s credibility to the court

• Raise questions about the credibility of the opposing party

• Gives your client security that you are working to protect their 

electronic evidence

• Presents an opportunity for settlement



What Is Digital Forensics?

• What is Forensics?

▪ Locard’s Exchange Principle



What Is Digital Forensics?

• Goal:

▪ Find out what happened



What Is Digital Forensics?

• How?

▪ Piece together the activity



Digital Forensics Process

Request/Scope

Forensic Collection

Analysis

Reporting



Digital Forensics Process

• Scope

▪What do we know?

▪Who was involved?

▪What data are we interested in?

▪Where is that data?



Digital Forensics Process

• Forensic Collection

▪ Exact bit-for-bit copy

▪ Metadata/timestamps preserved

▪ Copy is verified

▪Where is that data?



Digital Forensics Process

Verification

    MD5   
Algorithm

MD5 Hash

MD5 Hash

MD5 Hash

 MD5: D902B320202CFCB9DC1083845267CCA4



Digital Forensics Process

A small change makes a big difference!

D902B320202CFCB9DC1083845267CCA4

3D29561660A513D1CC2198AEDE4BACCA

MD5 Hash

MD5 Hash



Digital Forensics Process

Maintain chain of custody 
for all evidence items



Digital Forensics Process

• Forensic Analysis

▪ Analyze exact copies, not originals

▪What to analyze?

▪ Iterative

▪ Communicate findings



Digital Forensics Process

• Reports

▪ Phone call

▪ Report from a tool

▪ Affidavit or declaration

▪ Testimony



Digital Forensics Process



Cellphones



Cellphones

Actions on a phone…
• Passive events



Passive Events

• Call logs

• Emails

• Calendar Events

• Voicemails

• Messages

• Notifications



Cellphone Artifacts

• Passive Events

• Text and Instant Messages - even deleted



Deleted Data Recovery

Delete Chapter 1 Section 1



Messaging Content

• SMS

• MMS

• Third Party Apps



Cellphone Artifacts

• Passive Events

• Text and Instant Messages - even deleted

• Taking a photo or video



Photo Metadata



Cellphone Artifacts

• Passive Events

• Text and Instant Messages - even deleted

• Taking a photo or video

• Browsing the web (even in “private” mode)



Web Searches



Browser Activity



Cellphone Artifacts

• Passive Events

• Text and Instant Messages - even deleted

• Taking a photo or video

• Browsing the web (even in “private” mode)

• Apps: Facebook, Instagram, etc.



Cellphone Artifacts



Cellphone Artifacts

• Passive Events

• Text and Instant Messages - even deleted

• Taking a photo or video

• Browsing the web (even in “private” mode)

• Apps: Facebook, Instagram, etc.

• Locations



Cellphone Artifacts

GPS, Wifi, Cell towers

• Wireless Networks



Cellphone Artifacts - Checklist



Cellphone Report

• Demo...



Case Study #1: The Prenuptial Agreement

You represent Wife who has come to you for a divorce with a Prenuptial 

Agreement in hand. It appears the parties signed the prenuptial 

agreement the day of their marriage in front of a notary without attorney 

representation. Wife wants the agreement upheld as it protects his 

large estate. Husband claims that there were irregularities in the 

execution of the agreement  amounting to fraud, duress, mistake, or a 

misrepresentation or nondisclosure of material facts including that he 

did not read the prenuptial agreement, never met with an attorney, and 

was forced to sign it the day of the wedding or forgo a wedding. 



Case Study #2: The Bad Financial Actor

You represent Wife who has come to you for a divorce. 
Husband runs a business largely in cash with his brother. 
Your client suspects Husband is hiding the true nature of 
his income, as well as his contributions to the growth of 
the business during the marriage.  Husband claims 
brother runs the business and he is only a lowly 
employee. 



Case Study #3: The Cheating Spouse

Your client believes the opposing party has 

been having an affair for the last six years of the 

marriage. They want you to prove it and take all 

the evidence to court so you can win their case.



A Lawyer’s Process

• Setting up your case
▪Do I need an expert?
▪ Selecting your expert
▪ Scope of assignment
▪How/when/where will I get results?

• Discovery
• Trial 



A Lawyer’s Proces

• Setting up your case
• Discovery
▪ Spoliation Letter
▪Requests for Production/Interrogatories 
▪Motion
▪Dealing with Privilege

• Trial 



A Lawyer’s Proces

• Setting up your case
• Discovery
• Trial 



A Lawyer’s Proces

• What was the scope of your assignment in this matter?

• Did you compile a report?

▪  What steps did you take in creating the report?

▪  How did you set up the search?

▪  Keywords

▪  Can you walk me through your report?

• modification date of a document is the most accurate means to determine when a document was edited or modified

• creation date

• multiple files

• meta date (external v. internal).

• Admit Report 



A Lawyer’s Proces

• Are these documents you forensically recovered?

• Are they the same document?

• Why would there be multiple copies of the same document?

• When were these documents modified? Why is that significant?

• Were they created at the same time? What does that signify?

• Move to admit



Takeaways

• Get ahead of it

• Know what data you can get

• Solicit expert for ideas - they’ve seen a lot



FAQs

• I cannot even work my iPhone, can I really do this?

• How do I know if my expert is actually qualified? 

• What if I receive more data than I can manage?

• What if the data is just a bunch of junk?
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